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Research on credit fraud based on text mining technology
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[ Abstract] Effective identification of fraudulent tendencies in loan applications is the primary prerequisite for safeguarding the
interests of both borrowers and lenders, and has always been the focus of the financial lending market. With the development of text
mining technology, the information conveyed by loan descriptions provided by loan applicants has received more attention. The use
of loan description texts to identify fraudulent behaviors in the research helps to broaden the use of unstructured text data in daily
transactions in the financial market applications. We use the deep learning model transformer to extract the text information, the
autoencoder to further extract the text information, and finally get the text information measurement. A benchmark machine learning
model is constructed based on 17 indicators, and text information measures are further added as new predictor variables. The
prediction results show that the text information measure helps to improve the model fitting effect, and the improvement accuracy is
between 0.68% and 1.42% in different models, indicating that the results are robust. The feature importance results also show that
the text information measure is in the top 4. Empirical results validate the role of textual information in fraud detection.
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Tab. 1 Introduction to part of features

bR B
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loan_amnt TN i YK 1 51 B 42 45
int_rate BRI ) 3
emp_length TARAE R LLAE S By
annual _inc RN BT A A
verification_status WSO S 75 T o A PR 5
desc O IR €T B
dti B AL R R T A
Deling_2yrs MEHGTE 2 A 30 KLY
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it 25 12 A H 7 B
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incom_load_rato AR S 15 B L
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Tab. 2 Descriptive statistics of quantitative indicators

LT AL WE iz BMEH O RAE
target 51 820 0.17 0.37 0.00 1.00
loan_amnt 51 820 17216.63 8 303.89 1000 35000
term 5180 4431 11.42 36 60.00
int_rate 5180 1458 4.50 6 26.06
emp_length 51 820 643 3.56 0.00 10.00
annual_inc 51820 8139003 6156243 8400 7141778
verification_status 51 820 1.00 0.00 1 1.00
desc 5180  -0.01 0.00 -0.02 0.00
du 5180 1812 7.74 0.00 36.82
delinq_2yrs 51 820 0.28 0.76 0.00 18.00
mo_sin_old_rev_tl_op 51 820  188.11 86.40 5.00 760.00
mo_sin_rent_rev_tl_op 51 820 14.60 16.92 0.00 264.00
num_tl_op_past_12m 51 820 1.84 1.55 0.00 25.00
total _be_limit 51820 2277849 20 654.88 0.00 560 800
total_il_high_credit_limit51 820 39 544.68 40 246.05 0.00 1214546
fico 5180 698.18 29.73 662 847.50
incom_load_rato 51 820 5.86 5.98 2.00 481.74
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3.1.1.1 ELIEFIE (TPR) AHRIEHIZ ( FPR)

TESCRVERL RS L B 02k TR B VERE
A, HFAEG IR (Accuracy ) $EPRTCIE HER T
W IZ AR S SR VEAS I 1 2R, A B ASE AL A1 R
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BT A SRR R Ao N EAE S (TP) (R
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Tab. 3 Confusion matrix
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ZAk H T AE Ff AR #l 42 ( Receiver Operating
Characteristic Curve, ROC) LA FPR Jtith, TPR W9\
ha ), BSR4 b R WIS B PE R G
WE 4 PR . (B ATEZ 2 ROC ITEARMEDEAT HL A
i, Al i AUC fE XS A ELPERE BEAT IEAl . AUC J2
ROC HIZAN « fh (FPR i) Z ] A9 AL, AR AE L%
B e ARG 4 R L4
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BEHL I 22
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Fig. 4 ROC curve
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MR AR v
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SRHE B AL KR BE B HL IS SRR DL K SMOTE 3 2R
FEo R T RRARBEAL 400G S 2 0 SRR R 15 B
ST ORI SRR BEHLI 73R 10 17 1647 28 L

UE, BRI — VR AR g AR AR AR Rl
YRAE TR 2
3.1.2.1 A SCAREICHE i Fo0i A5 L S g 25
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Tab. 4 AUC value without text feature

A ABBRHEE TomekLinks JCRAE BUHLITRAE  BEHLICREE  SMOTE i %A
ET 0.798 8 0.680 2 0.683 0 0.681 7 0.676 1
GBDT 0.821 9 0.710 6 0.706 6 0.699 6 0.693 2
LGBM 0.816 4 0.705 4 0.701 1 0.694 8 0.701 4
RF 0.809 5 0.694 2 0.684 5 0.695 2 0.678 6
XGBoost 0.805 1 0.683 5 0.680 2 0.675 8 0.690 1
ANN 0.785 6 0.673 6 0.685 3 0.676 2 0.662 8

3.1.2.2 A SCA S 5 Tl AR 7Y S 05 45 SR

MR J7 T - SRR T A LT 5
AT AR )7 20, HoH SMOTE i SR J7 =X
TBR LightGBM BEAUAN  Hp A R 25 S R R A,

H TR 45T R A T AR f R AT 3, X $ g
B 25 R B — e B WA R, BR
SMOTE 3 KA 75 20, HAR R 75 20T e AL A Y
A GBDT #6541, e AUC fH & T H e,

R5 MAXKHIER AUC B
Tab. 5 AUC values after adding text features

R SRR RAE TomekLinks ZRME BEHLILRAE  BENLICRAE  SMOTE i ReAf
ET 0.805 6 0.704 5 0.705 3 0.697 2 0.687 8
GBDT 0.832 0 0.724 6 0.723 5 0.711 2 0.693 0
LGBM 0.825 7 0.721 5 0.717 1 0.705 4 0.707 7
RF 0.823 7 0.709 7 0.705 7 0.705 4 0.692 1
XGBoost 0.814 0 0.708 6 0.693 3 0.689 7 0.692 9
ANN 0.793 2 0.691 2 0.689 6 0.685 8 0.681 4

X ICSCA IR TR AUC {HL, 5 SCAS R iEASS
B AUC HIA B FRTT, Fm TR 1.42%
(FEPLAR AR RL ) | B 22 4R TR O 0.68% (ET 5
) ,GBDT #RINEN AUC {H e BEAL, AR TR
N 1.01%, R, A SCAS o A 0 fiE 5L A 9
THECR IR AEXT TN S SR AT STk
3.2 HEFEEEESN

SRR A A] DA R R AR X R A4
L HAAR RN R . A SCHRE BT 42 71 3R B
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10 FEFFAER RO ALE 25 R AN 5 iR,

Kl 5(a) KW, 7EBEDL AR Y b | d o Ay
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T ERFIE 23 RS S0 1) 45 R 32 A R 5 il ik B
SCAAE RFIE RE A 50502 455 AL T 45 2R T 7E A
fEF, BERRAN R (int_rate) 74 HEFL I M

Kl 5(b) RTE GBDT BRI | 5 d % p FFAE R
TN int_rate , IR B ELRRE N desc, Al A H SCAR KRR
X RSO 45 SR (%) 5 M R FE AR

L 5(c) s SUAAE BURHIE  dese ™ T ZLAE A7 51 26
U, &R T IASCAE BAFERPE . BRILZAM, int_
rate J term BEELRIN H—2:, HAVY! 15— =,
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Fig. 5 Feature importance results
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