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Combinable semantic backdoor attack against federated learning
LIN Zhijian
(College of Computer Science and Technology, Donghua University, Shanghai 201600, China)

[ Abstract] Due to the fact that participants in federated learning can collaboratively train without sharing data and there is no
trusted authoritative third—party role to verify the authenticity and correctness of participants’ training samples, so federated learning
is vulnerable to backdoor attacks by malicious users. The current centralized backdoor attacks against federated learning are not
effective under Byzantine robust aggregation algorithm, and the local triggers of distributed backdoor attacks have high attack success
rate and are prone to false touches. To solve the above problems, we proposes a combinable semantic backdoor attack for federated
learning in this paper, where multiple attackers generate local backdoor models and global backdoor models are generated using
federated learning aggregation. Several experiments are conducted on image classification tasks, and the results demonstrate that the
attack model in this paper is more effective under the Byzantine aggregation mechanism, and the false touch rate is less than 10%.
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Fig. 1 Federated learning system architecture
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1. Parameter Server:

2: WS < witafb 4 R i

3.for epoch ¢ in range(0, E) do

4. for client i in range(0, N) do
5 W <ClientShare(i, WS )
6

end for
1 N
7; Wyt e W
N =

8.end for

9:Output W,

10:ClientShare( i , W) .

11.//162 5% | W% L IET

12: B XYNZRAE D, HEATHENL L, K/ B

13.for batch b € B do

14, W, =W, - RNL(W,,b) //INZrA Hpx A

15.end for

16 :return W
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Fig. 2 Neural network classification behavior illustration
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Fig. 3 Specifying triggers and target tags
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Fig. 4 Local backdoor model training
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Fig. 6 Example of backdoor samples for four attack models
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