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CAN bus intrusion detection based on LSTM
HUANG Di, CHEN Lingshan

SERAREED A

(School of Mechanical and Automotive Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

[ Abstract] Combining with the specific definition of message data field signal in CAN matrix, the paper extracts features, trains
LSTM network to predict some important signals in multiple time steps, and introduces observation value to forecast error matrix.
According to the probability of false positive rate and false negative rate, the threshold value is adjusted by using the probability
distribution of multiple variables. After getting the completed model, the bus attack is simulated and the accuracy of the model is

verified by experiments.
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Tab. 1 CAN matrix

RIETT ID KIKZEHY DLC SEH4:/ms [ K 558 signal value

ESP_1 0x121 fixed period 8 20 1.0-2.3 12 Vehicle_speed PH=INT % 0.068 75 km/h

[0;281.462 5] km/h

[ 0x000 ; OxFFE ]

invalid ; OxFFF

Init : 0x000/ Default : OxFFF
ESP_1 0x121 fixed period 8 20 2.7 1 Vehicle_speed_Status  0x0: Valid

0x1 ;Invalid

Init ; 0x0/Default : 0x1
ESP_1 0x121 fixed period 8 20 7.0-7.3 4 ESP1_MSG_Counter [0,15]

Init/Default ; 0x0
ESP_1 0x121 fixed period 8 20 8.0-8.7 8 ESP1_Checksum Checksum = ( Bytel + Byte2... + Byte7 )

XOR OxFF
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Fig. 2 Anomaly detection
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